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Abstract: 

Ensuring online payment security is paramount in preventing fraud and identity theft. With 

the rapid growth of e-commerce and digital transactions, robust security measures are 

essential to safeguard sensitive information. This paper explores various strategies and 

technologies employed to mitigate risks associated with online payments. Key topics 

include encryption techniques, tokenization, multi-factor authentication (MFA), and fraud 

detection algorithms. Additionally, the roles of regulatory frameworks and industry 

standards such as PCI DSS (Payment Card Industry Data Security Standard) are analyzed 

in enhancing security posture. The discussion also addresses emerging threats like phishing 

attacks and malware, emphasizing proactive measures for detection and prevention. Case 

studies and statistical data illustrate the effectiveness of these strategies in real-world 

scenarios. This research aims to provide stakeholders, including consumers, merchants, 

and financial institutions, with comprehensive insights into building and maintaining 

secure online payment ecosystems amidst evolving cybersecurity challenges. 
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Introduction: 

In the rapidly evolving landscape of digital commerce, online payment security stands as a 

critical concern for consumers, businesses, and financial institutions alike. The ease and 

effectiveness of making online purchases and transactions has transformed our interactions 

with businesses. However, it has also made us aware of possible threats that unscrupulous 

persons intend to exploit. Fraud and identity theft are major threats in the digital world, 

with substantial ramifications for both individuals and businesses. 

To avoid fraud and identity theft in online payments, a complete strategy including 

technological advancements, strong security measures, and user education is required. The 

expansion of e-commerce platforms, mobile payment systems, and digital wallets has 

considerably expanded the channels through which financial transactions are conducted, 

creating both opportunities and challenges for security requirements. 

Online payment fraud is regularly committed using a variety of ways, including phishing, 

which involves the use of fraudulent emails or websites to trick customers into disclosing 

sensitive information such as passwords or credit card details. As a result, this information 

can be used to carry out illegal acts or create counterfeit identities, exposing persons to 

possible financial and reputational risks. Identity theft is the use of someone's personal 

information without their consent to impersonate that person, create fraudulent accounts, or 

make purchases by fooling others. 

The technological advancements that facilitate online transactions also offer robust 

defenses against these threats. Secure socket layer (SSL) encryption, tokenization, and 

two-factor authentication (2FA) are among the tools employed to safeguard sensitive data 

during transmission and storage. These technologies ensure that information exchanged 

between users and payment processors remains confidential and inaccessible to 

unauthorized parties. 

Regulatory frameworks and industry standards play a pivotal role in bolstering online 

payment security. Compliance with standards such as Payment Card Industry Data 

Security Standard (PCI DSS) ensures that businesses adhere to best practices in 

safeguarding cardholder information, reducing vulnerabilities to breaches and fraud 

incidents.Educating consumers about phishing scams, safe browsing habits, and the 

importance of using secure payment platforms enhances their ability to detect and avoid 

potential threats. Similarly, businesses must invest in training their employees on 

recognizing and responding to suspicious activities to mitigate risks effectively. 
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As the digital economy continues to expand, so too must our commitment to fortifying 

online payment security against evolving threats. By integrating advanced technologies, 

stringent security measures, and proactive user education, stakeholders can create a safer 

environment for conducting transactions online, fostering trust and reliability in digital 

commerce.    

Importance of preventing fraud and identity theft: 

Preventing fraud and identity theft is of utmost importance in the digital age due to the far-

reaching consequences it can have on individuals and organizations. Financial fraud not 

only leads to substantial monetary losses but also erodes trust in online transactions and 

financial institutions, undermining the foundation of digital commerce. Identity theft poses 

even greater risks by allowing malicious actors to misuse personal information for 

fraudulent activities, potentially ruining victims' credit scores, and causing long-term 

financial and emotional distress. 

Beyond individual impacts, fraud and identity theft impose significant costs on businesses, 

ranging from financial liabilities to damage to their reputation and customer trust. The 

collective effect on society includes increased regulatory burdens, higher insurance costs, 

and a general dampening effect on economic growth and innovation. 

Preventing these crimes is essential for fostering a secure digital environment that 

promotes economic prosperity and consumer confidence. Effective prevention strategies 

involve robust security measures, stringent regulatory compliance, continuous 

technological advancements, and widespread education about online safety practices. By 

prioritizing prevention efforts, stakeholders can mitigate risks, protect personal and 

financial information, and ensure a safer digital future for all users.    

Need of the Study  

The study of online payment security is increasingly critical in today's digital landscape 

due to the pervasive nature of e-commerce and digital transactions. With more financial 

transactions conducted online, the risks associated with cyber threats like phishing, data 

breaches, and fraudulent activities have escalated significantly. These threats not only 

endanger sensitive financial information but also pose serious risks of identity theft, 

leading to substantial personal and financial repercussions for individuals and businesses 

alike. he intricacies of online payment security is essential for mitigating financial losses 

and protecting against identity theft. Researchers play a crucial role in analyzing 

vulnerabilities within current payment systems and developing effective strategies and 

technologies to bolster security measures. This includes addressing regulatory compliance 
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such as PCI DSS (Payment Card Industry Data Security Standard), which mandates how 

organizations handle and protect payment data. Compliance not only ensures legal 

adherence but also builds consumer trust by demonstrating a commitment to safeguarding 

financial information. Technology evolves, so do the tactics used by cybercriminals. 

Continuous research is necessary to anticipate and counter emerging threats, fostering 

proactive defense mechanisms and enhancing security frameworks to adapt to evolving 

cyber risks. Advancing the study of online payment security is vital for fostering a secure 

digital economy, boosting consumer confidence, and enabling safe and seamless 

transactions in today's digital era. 

Literature Review: 

Smith, R. G. (2013).Identity theft and fraud pose significant risks in today's digital age, 

affecting individuals, businesses, and governments worldwide. Identity theft is the 

unauthorised acquisition and use of someone else's personal information, such as Social 

Security numbers, credit card information, or passwords, usually with malicious intent. 

The stolen information can be used to open fraudulent accounts, carry out illegal activities, 

or commit additional crimes under the victim's name. Fraud, on the other hand, refers to a 

broader range of deceptive practices used to gain an unfair advantage, usually in the form 

of money, through misrepresentation or false pretences.  

Lynch, J. (2005). Identity theft in cyberspace represents a growing threat fueled by the 

rapid digitization of personal information and online transactions. Cybercriminals exploit 

vulnerabilities in digital systems to steal sensitive data, including usernames, passwords, 

financial details, and personal identifiers like Social Security numbers. Once this 

information is obtained, it is frequently used to commit fraud, such as creating fictitious 

names, doing unauthorised transactions, or taking over someone else's account. Cyber 

identity theft can occur via a variety of avenues, including hoax emails, data breaches, and 

social engineering. Phishing, for example, is the practice of fooling people into disclosing 

their login information or clicking on malicious links that install malware on their devices 

or accounts, allowing hackers to get access without their knowledge.  

Anderson, K. B., Durbin, E., et al (2008).Social engineering techniques such as 

impersonation or pretexting are also used to obtain personal information without 

permission. Preventing identity theft requires ongoing attention and precautions. 

Individuals should protect their personal information by using strong and unique 

passwords, enabling multi-factor authentication on their accounts, and regularly reviewing 

bank statements for any indicators of suspicious activity. To protect customer data from 
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unwanted access and breaches, organisations should use robust cybersecurity measures 

such as encryption and data access limitations. Furthermore, educational activities and 

awareness campaigns can effectively increase people's knowledge of the dangers of 

identity theft and enable them to detect and avoid potential threats in both the digital and 

physical worlds.  

Kahn, C. M., et al (2016).Identity theft poses a significant concern in the realm of 

consumer payment choice, impacting individuals' decisions on how they conduct 

transactions. Security plays a pivotal role in shaping these choices as consumers prioritize 

methods that offer robust protections against identity theft and fraudulent activities. 

Payment methods perceived as secure, such as credit cards with EMV chips, digital wallets 

with tokenization, or payment platforms with strong authentication measures, tend to be 

preferred due to their ability to safeguard sensitive financial information. Consumers often 

gravitate towards payment options that minimize their exposure to identity theft risks. 

Wang, Y., Hahn, C., et al (2016). Mobile payment security faces a range of threats and 

challenges in the digital age, primarily due to the increasing reliance on smartphones for 

financial transactions. One of the major concerns is the vulnerability to malware and 

phishing attacks targeting mobile devices. Malicious apps or links can compromise 

sensitive information stored on phones, such as credit card details or login credentials, 

leading to identity theft and financial fraud. Another significant threat is the interception of 

wireless transmissions during transactions, known as eavesdropping. Hackers can exploit 

weak encryption protocols or unsecured Wi-Fi networks to intercept data exchanged 

between the mobile device and the payment terminal, compromising transaction 

confidentiality.  

Research Problem: 

 

The research problem of online payment security focuses on preventing fraud and identity 

theft, critical issues exacerbated by the rapid expansion of digital commerce. As more 

transactions move online, the vulnerabilities associated with sensitive financial data have 

become increasingly apparent. Cybercriminals exploit weaknesses in payment systems 

through various sophisticated techniques such as phishing, malware attacks, and data 

breaches to illicitly obtain personal information, including credit card details and login 

credentials.The challenge lies in understanding and addressing these vulnerabilities 

effectively to safeguard consumers, businesses, and financial institutions from significant 

financial losses and reputational damage. Current security measures, while robust, may not 
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always keep pace with evolving cyber threats, necessitating continuous research and 

innovation in security protocols and technologies.     

Research Methodology: 

To research online payment security and prevent fraud and identity theft, a sample size of 

120 is chosen for primary data collection. The research methodology involves a mixed-

methods approach. Quantitative data will be gathered through surveys distributed among 

online consumers and financial institutions. These surveys will focus on understanding 

current security measures, experiences with fraud, and perceptions of security 

vulnerabilities. The findings will contribute to developing recommendations for enhancing 

online payment security, including policy suggestions and technological innovations. This 

approach ensures a comprehensive understanding of the factors influencing fraud 

prevention and identity protection in online transactions. 

Results and Discussion 

Age 

Under 18 

18-24 

25-34 

35-44 

45 or Above 

Under 18 20 

18-24 50 

25-34 30 

35-44 10 

45 or Above 10 

The data on age distribution reveals that the majority of respondents, 50%, are in the 18-24 

age group, indicating that young adults are the most engaged demographic in the study. 

The 25-34 age group follows, comprising 30% of respondents, showing a significant but 

lesser engagement compared to the younger cohort. Those under 18 and those aged 35-44 

each represent 10% of the respondents, highlighting a lower but still notable participation 

from teenagers and middle-aged adults. Similarly, respondents aged 45 or above also 
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constitute 10% of the sample, indicating minimal engagement from the older demographic. 

Overall, the data suggests a strong skew towards younger adults in the 18-24 and 25-34 age 

groups, with much less representation from those under 18, middle-aged, and older adults 

Gender 

Male 

Female 

Non-binary  

Male 70 

Female 20 

Non-binary  30 

 

The data shows a gender distribution among participants, with 70 identifying as male, 20 

as female, and 30 as non-binary. This indicates a higher representation of males in the 

sample, followed by non-binary individuals, and a smaller proportion of females. The 

presence of non-binary participants highlights the importance of inclusive data collection 

practices. However, the disparity in representation among the genders suggests potential 

biases or demographic factors influencing participation, which should be considered when 

interpreting the results and their applicability to broader populations. 

Education level 

Bachelor's Degree 

Master's Degree 

Doctorate or Professional Degree 

Other 

Bachelor's Degree 70 

Master's Degree 20 

Doctorate or Professional Degree 20 

Other 10 

The data on educational qualifications indicates that a majority of the individuals hold a 

Bachelor's Degree, accounting for 70% of the total, which suggests that undergraduate 
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education is the most common level of attainment. Master's Degree holders make up 20%, 

showing a significant proportion of individuals pursuing further specialization beyond the 

bachelor's level. Similarly, those with a Doctorate or Professional Degree also constitute 

20%, reflecting a comparable commitment to advanced and specialized education. Lastly, 

10% of the individuals fall under the 'Other' category, which may include vocational 

training, associate degrees, or other forms of education not categorized under the 

conventional degree classifications. This distribution highlights a strong emphasis on 

higher education among the population, with notable portions continuing to pursue 

advanced degrees. 

How often do you update your passwords for online banking and shopping accounts? 

Regularly (Every 1-3 months) 

Occasionally (Every 3-6 months) 

Rarely (Once a year or less) 

Never 

Regularly (Every 1-3 months) 30 

Occasionally (Every 3-6 months) 50 

Rarely (Once a year or less) 30 

Never 10 

The data indicates varying frequencies in the adoption of online payment security practices 

among respondents. A significant portion, 50%, occasionally (every 3-6 months) update or 

review their security measures, highlighting a moderate level of engagement with 

maintaining security protocols. Those who regularly (every 1-3 months) engage in security 

practices constitute 30%, reflecting a proactive approach towards security. Similarly, 

another 30% of respondents rarely (once a year or less) update their security, indicating a 

potential vulnerability due to infrequent attention to security measures. Notably, 10% of 

respondents never engage in updating their online payment security, posing a high risk for 

fraud and identity theft. This distribution underscores the need for increased awareness and 

regular updates to enhance overall online payment security 

Do you use a password manager to store and manage your online passwords? 

Yes 

No 
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Yes 80 

No 40 

The data interpretation reveals that a significant majority of respondents, 80 out of 120, 

indicated "Yes," suggesting a strong consensus or positive response towards the query 

posed. In contrast, 40 respondents answered "No," indicating a smaller, yet notable, portion 

of the sample holds a differing opinion. This distribution, with two-thirds affirming "Yes" 

and one-third responding "No," highlights a prevailing agreement or common sentiment 

among the respondents, though it also underscores the presence of a considerable minority 

viewpoint. This divergence in responses may warrant further investigation to understand 

the underlying reasons behind the contrasting perspectives 

Are you aware of phishing scams and how to identify them? 

Yes 

No 

Somewhat 

Yes 50 

No 50 

Somewhat 20 

The survey results indicate that respondents are evenly divided in their perceptions of 

online payment security, with 50% expressing confidence (Yes), 50% lacking confidence 

(No), and an additional 20% holding a neutral or mixed view (Somewhat). This balanced 

distribution suggests a significant divide in user experiences and perceptions of online 

payment security measures. The presence of 20% who are somewhat confident points to an 

area of uncertainty that may be influenced by specific factors or varying levels of 

awareness and understanding of security protocols. These findings highlight the need for 

more targeted education and improved security measures to address concerns and bolster 

user confidence in online payment systems 

Do you avoid using public Wi-Fi networks for online banking and shopping? 

Always 

Sometimes 
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Never 

Always 60 

Sometimes 40 

Never 20 

The data interpretation of the responses to the survey question regarding the frequency of 

experiencing online payment security issues reveals that 60% of participants always 

encounter security problems, indicating a significant and pervasive issue among users. 

Meanwhile, 40% of respondents sometimes face security challenges, suggesting that while 

not constant, security issues are still a considerable concern for a large portion of users. 

Only 20% of participants report never experiencing security problems, highlighting that a 

minority of users feel entirely secure with their online payments. This distribution 

underscores the critical need for improved security measures and consistent monitoring to 

mitigate the widespread occurrence of fraud and identity theft in online transactions 

Have you encountered any issues with online payment security in the past year? 

Yes 

No 

Yes 40 

No 80 

The data indicates that out of a total of 120 respondents, 40 individuals (33.3%) answered 

"Yes" and 80 individuals (66.7%) answered "No." This significant majority suggests a 

strong tendency towards the negative response. The interpretation of this result could 

imply that a substantial portion of the surveyed population either disagrees with or does not 

support the proposition or condition being questioned. It highlights a clear preference or 

trend among the respondents, which could be indicative of broader sentiments or opinions 

within the larger population. Further analysis might explore the underlying reasons for this 

majority stance and its implications for the subject at hand 

Are you familiar with PCI DSS (Payment Card Industry Data Security Standard) 

and its importance? 

Yes 
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No 

Yes 70 

No 50 

The data indicates that out of the respondents, 70 individuals answered "Yes" while 50 

answered "No." This suggests that a majority, approximately 58%, are in favor or agree 

with the statement or question posed, while the remaining 42% do not. The results reflect a 

significant division in opinion, though with a clear tilt towards the affirmative response. 

This majority perspective could imply general acceptance or approval among the 

respondents, indicating that the issue or proposal has a reasonable level of support. 

However, the notable proportion of negative responses highlights that there is still a 

substantial minority with opposing views, suggesting the need for further investigation or 

consideration of their concerns 

How confident are you in the security of your online payment information? 

Very Confident 

Somewhat Confident 

Neutral 

Not Confident 

Very Confident 20 

Somewhat Confident 50 

Neutral 30 

Not Confident 20 

The data indicates varying levels of confidence among participants regarding online 

payment security. A small group, 20 individuals, are very confident, suggesting a strong 

belief in the robustness of current security measures. The majority, with 50 respondents, 

are somewhat confident, reflecting moderate trust but potential concerns about certain 

vulnerabilities. 30 participants are neutral, indicating uncertainty or indifference towards 

online payment security. Another 20 respondents are not confident, highlighting a 

significant lack of trust and likely fears about potential fraud and identity theft. These 
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findings suggest a need for improved security measures and better communication to 

enhance user confidence in online payment systems 

Do you think social media platforms play a role in online payment security? 

Yes 

No 

Not Sure 

Yes 60 

No 50 

Not Sure 10 

 

Have you received any cybersecurity training or education related to online payment 

security? 

Yes 

No 

 

Yes 60 

No 60 

The interpretation of the survey results, where 60 respondents answered "Yes," 50 

responded "No," and 10 were "Not Sure," indicates a mixed perception or experience 

regarding the subject in question. A majority of 60 respondents affirmatively support or 

recognize the topic, suggesting a significant portion of the population is either satisfied 

with or aware of the issue positively. However, a nearly equal number of 50 respondents 

disagree, indicating substantial opposition or lack of agreement, which highlights a 

polarized viewpoint. The 10 respondents who are "Not Sure" represent a minor yet 

important group that could be influenced in either direction with more information or 

clarification. Overall, these results suggest a divided opinion, necessitating further 

investigation or targeted communication to address concerns and enhance understanding 

among the uncertain and dissenting groups 

Do you believe that increased regulation and compliance standards help in preventing 

online payment fraud? 
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Yes 

No 

Unsure 

Yes 60 

No 40 

Unsure 20 

 

The survey results indicate that 60% of respondents feel confident about the current 

measures in place for online payment security, as represented by the "Yes" responses. 

However, a significant 40% of participants do not believe that the existing security 

measures are adequate, highlighting a substantial portion of the population that is 

concerned about their online payment safety. Additionally, 20% of respondents are unsure 

about the effectiveness of these security measures, indicating a lack of awareness or 

uncertainty regarding the adequacy of protection against fraud and identity theft. These 

findings suggest a need for increased education and potentially enhanced security measures 

to address the concerns and uncertainties of the public regarding online payment security 

How concerned are you about identity theft through online transactions? 

Very Concerned 

Somewhat Concerned 

Neutral 

Not Concerned 

Very Concerned 40 

Somewhat Concerned 20 

Neutral 30 

Not Concerned 30 

 

The data reveals varying levels of concern among respondents regarding online payment 

security and the risk of fraud and identity theft. A significant proportion, 40%, are "very 

concerned," indicating a high level of anxiety and perceived risk. Meanwhile, 20% are 
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"somewhat concerned," showing moderate apprehension. Interestingly, 30% are "neutral," 

suggesting a lack of strong feelings either way, potentially indicating either a lack of 

awareness or confidence in existing security measures. Another 30% are "not concerned," 

reflecting a segment of the population that either trusts current security protocols or feels 

they are not personally at risk. This distribution highlights a substantial concern among 

users, which underscores the importance of enhancing online payment security measures to 

address these apprehensions. 

Conclusion: 

Safeguarding online payment security against fraud and identity theft demands a 

comprehensive approach integrating advanced technology, user education, and regulatory 

measures. Technological solutions such as encryption, tokenization, and biometric 

authentication bolster transaction security, ensuring data protection throughout the 

payment process. Equally critical is educating users about recognizing and mitigating risks, 

empowering them to adopt secure practices and detect potential threats like phishing 

attacks. Regulatory frameworks must remain agile to address evolving cyber threats, 

enforcing standards that promote secure payment environments and rapid incident 

response. By synergizing these efforts, stakeholders can enhance the resilience of online 

payment systems, fostering trust among consumers and businesses alike in the digital 

landscape. This holistic approach not only mitigates current vulnerabilities but also 

anticipates future challenges, reinforcing the foundation for safe and reliable electronic 

transactions globally. 

 

 

 

 

 

 

 



 ISSN: 2249-0558 Impact Factor: 7.119  

 

50 International journal of Management, IT and Engineering 

http://www.ijmra.us, Email: editorijmie@gmail.com 

 

References  
1. Smith, R. G. (2013). Identity theft and fraud. In Handbook of internet crime (pp. 273-

301). Willan.  

2. Lynch, J. (2005). Identity theft in cyberspace: Crime control methods and their 

effectiveness in combating phishing attacks. Berkeley Tech. LJ, 20, 259. 

3. Anderson, K. B., Durbin, E., & Salinger, M. A. (2008). Identity theft. Journal of 

Economic Perspectives, 22(2), 171-192. 

4. Anderson, K. B., Durbin, E., & Salinger, M. A. (2008). Identity theft. Journal of 

Economic Perspectives, 22(2), 171-192. 

5. Kahn, C. M., &Liñares-Zegarra, J. M. (2016). Identity theft and consumer payment 

choice: Does security really matter?. Journal of Financial Services Research, 50, 121-

159. 

6. Brody, R. G., Mulig, E., & Kimball, V. (2007). PHISHING, PHARMING AND 

IDENTITY THEFT. Academy of Accounting & Financial Studies Journal, 11(3). 

7. Wang, Y., Hahn, C., &Sutrave, K. (2016, February). Mobile payment security, threats, 

and challenges. In 2016 second international conference on mobile and secure services 

(MobiSecServ) (pp. 1-5). IEEE. 

8. Ebem, D. U., Onyeagba, J. C., &Ugwuonah, G. E. (2017). Internet banking: identity 

theft and solutions-the Nigerian perspective. Journal of Internet Banking and 

Commerce, 22(2). 

9. Singh, A., Srivastva, R., & Singh, Y. N. (2019). Prevention of payment card frauds 

using biometrics. International Journal of Recent Technology and Engineering 

(IJRTE), 8, 516-525. 

10. Finklea, K. M. (2010). Identity theft: Trends and issues. DIANE Publishing. 

11. Barker, K. J., D'amato, J., &Sheridon, P. (2008). Credit card fraud: awareness and 

prevention. Journal of financial crime, 15(4), 398-410. 

12. Niranjanamurthy, M., &Chahar, D. (2013). The study of e-commerce security issues 

and solutions. International Journal of Advanced Research in Computer and 

Communication Engineering, 2(7), 2885-2895. 

13. Lai, F., Li, D., & Hsieh, C. T. (2012). Fighting identity theft: The coping perspective. 

Decision Support Systems, 52(2), 353-363. 

14. Hoar, S. B. (2001). Identity theft: The crime of the new millennium. Or. L. Rev., 80, 

1423. 



 ISSN: 2249-0558 Impact Factor: 7.119  

 

51 International journal of Management, IT and Engineering 

http://www.ijmra.us, Email: editorijmie@gmail.com 

 

15. Sullivan, R. J. (2010, May). The Changing Nature of US Card Payment Fraud: Issues 

for Industry and Public Policy. In WEIS. 

16. Bezovski, Z. (2016). The future of the mobile payment as electronic payment system. 

European Journal of Business and Management, 8(8), 127-132. 

17. Lowry, P. B., Wells, T. M., Moody, G. D., Humphreys, S., & Kettles, D. (2006). 

Online payment gateways used to facilitate e-commerce transactions and improve risk 

management. Communications of the Association for Information Systems (CAIS), 

17(6), 1-48. 

18. Cullen, T. (2007). The Wall Street Journal. Complete Identity Theft Guidebook: How 

to Protect Yourself from the Most Pervasive Crime in America. Crown Currency. 

19. Lininger, R., & Vines, R. D. (2005). Phishing: Cutting the identity theft line. John 

Wiley & Sons. 

20. Jakobsson, M., & Myers, S. (Eds.). (2006). Phishing and countermeasures: 

understanding the increasing problem of electronic identity theft. John Wiley & Sons. 

21. Hille, P., Walsh, G., & Cleveland, M. (2015). Consumer fear of online identity theft: 

Scale development and validation. Journal of interactive marketing, 30(1), 1-19. 

22. Harrell, E., & Langton, L. (2013). Victims of identity theft, 2012 (p. 12). US 

Department of Justice, Office of Justice Programs, Bureau of Justice Statistics. 

 


